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Senge, Peter M. The Fifth Discipline: The art and practice of the learning
organization, Doubleday, New York, 1990; Russell L. Ackoff, Systems Thinking for
Curious Managers. Triarchy Press, 2010; Jamshid Gharajedaghi, Systems Thinking:
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Tactical Security Technology
Integration: Layered Defense

Multiple layers are necessary for comprehensiveness
+ Firewalls, demilitarized zones, data loss prevention,
ID management, traffic & content filters

« Antivirus software, patching, minimun]

security specifications for systems
PLATFORM . Secure. coding, testing,
security specifications

+ File and data
encryption,
enterprise rights
management
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https://www.nsa.gov/ia/ files/support/defenseindepth.pdf
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TOP SECRET/SI//ORCON ‘\.:()F RN .;‘;. Hotmail' (:()L ‘81C R 6’\‘5} taikw You
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What Will You Receive in Collection
(Surveillance and Stored Comms)?
It varies by provider. In general:

Current Providers

* E-mail
« Microsoft (Hotmail, etc.) 2 Chatvideoatolce
+ Google * Videos
* Yahoo! */ Fhotos
« Stored data
« Facebook . VolIP
* PalTalk « File transfers
* YouTube + Video Conferencing
» Skype « Notifications of target activity — logins, etc.
« AOL « Online Social Networking details
« Apple + Special Requests

Complete list and details on PRISM web page:
Go PRISMFAA TOP SECRET//SI//ORCON//NOFORN
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Current Efforts - Google
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"You can't have 100 percent security and then also have 100

percent privacy and zero inconvenience. You know, we're

nxi

going to have to make some choices as a society.
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“ peter Baker and David E. Sanger, "Obama Calls Surveillance Programs Legal and
Limited," The New York Times, June 7, 2013.
http://www.nytimes.com/2013/06/08/us/national-security-agency-
surveillance.html
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